With respect to the FBI security briefings SSA 1 provided to Clinton, Kaine,
and Pence, SSA 1 told us that he did not memorialize those briefings in writing
because the attendees did not include a subject of an FBI investigation.*®® He also
told us that there was nothing from the other briefings that was of investigative
value to the Crossfire Hurricane team; had there been, he said he would have
documented it. We also asked SSA 1 whether he participated in any post-
presidential election transition briefings.*®* He told us that he did not and that he
would be surprised if the FBI provided any such briefings that included Flynn
without SSA 1's knowledge.

We identified no Department or FBI policies or procedures regarding the
handling of presidential transition briefings, and no requirement that Department
leadership be consulted before using a presidential transition briefing, or a
defensive briefing, for possible investigative purposes. Because we believe doing so
presents important policy issues, weé make a recommendation in Chapter Eleven
that addresses this issue.

0 We identified text messages between Strzok and Lisa Page from November 2016
suggesting the FBI may have considered using a cennection between a then member of Pence’s staff
and an FBI employee in some manner to further the Crossfire Hurricane investigation. We asked SSA
1 about this. He said that he had been told of the connection but did not personally know the FBI
emplioyee, and that he did not change his approach to Pence’s FBI security briefing because of the
connection. He also said he could not recall any discussions about using the cennection to further the
Crossfire Hurricane investigation, and we did not find any evidence that it was used.

481 On September 2, 2016, ODNI provided a second strategic intelligence briefing to Trump,
Flynn, and another Trump ¢campaign advisor. We found no evidence that SSA 1 or anyone from the
FBI attended this briefing, although instant messages indicate that the FBI had contacted ODNI about
including §5A 1 at the briefing.
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CHAPTER ELEVEN
ANALYSIS

In this chapter, we provide the OIG's analysis of the events described in
Chapter Three through Chapter Ten. We divide our analysis into five sections. In
Section I, we discuss whether the opening of the Crossfire Hurricane investigation
and four related investigations, and whether certain early investigative techniques
used by the FBI, complied with the requirements of the Attorney General’s
Guidelines for Domestic FBI Operations (AG Guidelines) and the FBI‘s Domestic
Investigations and Operations Guide (DIOG).

In Section II, we analyze the role of Christopher Steele’s election reporting in
the four Carter Page Foreign Intelligence Surveillance Act (FISA) applications and
the numerous instances in which factual representations in those applications were
inaccurate, incomplete, or unsupported by appropriate documentation, based upon
information the FBI had in its possession at the time the applications were filed. In
Section III, we analyze the FBI's handling of Christopher Steele and his election
reporting, and whether the FBI’s receipt and use of his reporting during the
Crossfire Hurricane investigation complied with FBI Confidential Human Source
(CHS) policies and procedures.

Section IV examines issues relating to Department attorney Bruce Ohr's
interactions with Steele, Glenn Simpson, the FBI, and the State Department during
the Crossfire Hurricane investigation, as well as whether the work Ohr's spouse
performed for Simpson’s firm implicated any ethical rules applicable to Ohr. We
also analyze Ohr's interactions with Department attorneys and FBI officials
concerning the Department’s criminal investigation of Paul Manafort.

Lastly, in Section V, we focus on the FBI's use of CHSs, other than Steele,
and Undercover Employees {UCEs) in the Crossfire Hurricane investigation and
analyze whether the Crossfire Hurricane team’s use of such individuals complied
with Department and FBI policies. We also analyze the attendance of an FBI
Supervisory Special Agent {SSA) assigned to the Crossfire Hurricane investigation
at counterintelligence briefings given to the 2016 presidential candidates and
certain campaign advisors.

As we explained in Chapter One, we did not analyze all of the decisions in the
Crossfire Hurricane investigation. Rather, we reviewed the topics described above.
Moreover, our role in this review was not to second-guess discretionary judgments
by Department personnel about whether to open an investigation, or specific
judgment calls made during the course of an investigation, where those decisions
complied with or were authorized by Department rules, policies, or procedures, We
do not criticize particular decisions merely because we might have recommended a
different investigative strategy or tactic based on the facts learned during our
investigation. The question we considered was not whether a particular
investigative decision was ideal or could have been handled more effectively, but
rather whether the Department and the FBI complied with applicable iegal
requirements, policies, and procedures in taking the actions we reviewed, or,
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alternatively, whether the circumstances surrounding a decision indicated that it
was based on inaccurate or incomplete information, or considerations other than
the merits of the investigation. If the explanations we were given for a particular
decision were consistent with legal requirements, policies, and procedures, and
were not unreasonable, we did not conclude that the decision was based on
improper considerations in the absence of documentary or testimonial evidence to
the contrary.

I. The Opening of Crossfire Hurricane and Four Related
Counterintelligence Investigations

In this section, we examine the opening of Crossfire Hurricane and four
related counterintelligence investigations of individuals associated with the Donald
1. Trump for President Campaign. Specifically, we analyze whether, in opening
these investigations, the FBI complied with the requirements set forth in the AG
Guidelines and the DIOG.

The applicable provisions of the AG Guidelines and the DIOG require that FBI
investigations be undertaken for an “authorized purpose”—that is, “to detect, obtain
information about, or prevent or protect against federal crimes or threats to the
national security or to collect foreign intelligence.” The AG Guidelines also require
that FBI investigations have adequate factual predication—that is, allegations,
reports, facts, or circumstances indicative of possible criminal activity or a national
security threat. In addition, for investigations designated as Sensitive Investigative
Matters (SIMs), such as Crossfire Hurricane, the DIOG imposes special approval
and notification requirements when opening such a matter. The DIOG also
emphasizes that investigators take particular care to consider whether a planned
investigative activity is the least intrusive method and is reasonably based upon the
needs of the investigation.

As described in Chapter Three, on July 31, 2016, the FBI's
Counterintelligence Division {CD) opened a Full Investigation titled “Crossfire
Hurricane” to determine whether individual(s) associated with the Trump campaign
were “witting of and/or coordinating activities with the Government of Russia.” The
opening of the investigation occurred days after WikiLeaks publicly released hacked
emails from the Democratic National Committee (DNC). According to the FBI
Electronic Communication (EC) documenting the decision, the investigation was
opened in response to information CD officials received on July 28, 2016, from a
Friendly Foreign Government (FFG) indicating that in a May 2016 meeting with the
FFG, George Papadapoulos, an advisor to the Trump campaign, “suggested the
Trump team had received some kind of a suggestion” from Russia that it could
assist in the eiection process with the anonymous release of information during the
campaign that would be damaging to candidate Clinton and President Obama. We
did not find information in FBI or Department emails, or other documents, or
through witness testimony, indicating that any information other than the FFG
information was relied upon to predicate the opening of the Crossfire Hurricane
investigation. However, as noted below, the FBI received the FFG information at a
time when it had reason to believe that Russia may have been connected to the
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WwikiLeaks disclosures that occurred earlier in July 2016, and when the U.S.
Intelligence Community (USIC), including the FBI, was aware of Russia‘s efforts to
interfere with 2016 U.S. elections.

In the following weeks, the FBI also opened related counterintelligence
investigations into four individuals associated with the Trump campaign—
Papadopoulos, Carter Page, Michael Flynn, and Paul Manafort—because the FBI
identified these individuals as having alleged ties to Russia or a history of travel to
Russia.

We concluded that the FBI’s decision to open Crossfire Hurricane and the four
related individual investigations was, under Department and FBI policy, a
discretionary judgment call and that the FBI's exercise of discretion was in
compliance with those policies. For the reasons described below, we found that
each investigation was opened for an authorized purpose and, in light of the low
threshold established by Department and FBI predication policy, with adequate
factual predication. We also found that the FBI satisfied the DIOG's notification and
approval requirements for designating Crossfire Hurricane and the four related
individual investigations as SIMs. Nevertheless, we were concerned about the
limited notice requirements under Departmment and FBI policy before opening
investigations such as these, relating to constitutionally protected activity occurring
during a naticnal presidential campaign. We were also concerned about the limited
notice requirements before using more intrusive investigative techniques that could
impact constitutionally protected activity. Accordingly, we make several
recommendations below to address these concerns.

A. Authorized Purpose

The AG Guidelines and the DIOG both require that FBI investigations be
undertaken for an “authorized purpose”--that is, "to detect, obtain information
about, or prevent or protect against federal crimes or threats to the national
security or to collect foreign intelligence.” Under both the AG Guidelines and the
DIOG, the FBI may not undertake an investigation for the sole purpose of
monitoring activities protected by the First Amendment or to interfere with the
lawful exercise of other rights secured by the Constitution or laws of the United
States. However, both the AG Guidelines and the DIOG permit the FBI to conduct
an investigation, even if it might impact First Amendment or other constitutionally
protected activity, so long as there is a |legitimate law enforcement purpose
associated with the investigation.

We concluded that, under the AG Guidelines and the DIOG, the FBI had an
authorized purpose when it opened Crossfire Hurricane to obtain information about,
or to protect against, a national security threat or federal crime, even though the
investigation also had the potential to impact constitutionally protected activity.
The FBI's opening EC referenced the Foreign Agents Registration Act (FARA) and
stated, “[b]ased on the information provided by [the FBI Legal Attaché&], this
investigation is being opened to determine whether individual(s) associated with
the Trump campaign are witting of and/or coordinating activities with the
Government of Russia.” We found that the FBI opened the Crossfire Hurricane
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investigation shortly after officials in CD received the FFG information on July 28.
The opening EC documented the pertinent FFG information verbatim and described
relevant background information. All of the senior FBI officials who participated in
the discussions about whether to open a case told us the information from the FFG
warranted investigation. For example, the FBI's then Deputy General Counsel told
us that the FBI “would have been derelict in our responsibilities had we not opened
the case,” because a foreign power allegedly colluding with a presidential candidate
or his campaign was a threat to our nation that the FBI was obligated to investigate
under its counterintelligence mission.

Then CD Assistant Director E.W, “Bill” Priestap, who approved opening the
case, told us that the combination of the FFG information and the FBI's ongoing
cyber intrusion investigation into the July 2016 hacks of the DNC'’s emails created a
counterintelligence concern that the FBI was "obligated” to investigate. Priestap
also toid us that, prior to making the final decision to approve the opening of
Crossfire Hurricane, he considered whether the FBI should conduct defensive
briefings for the Trump campaign about the information from the FFG. However,
Priestap ultimately decided that providing such briefings created the risk that "if
someone on the campaign was engaged with the Russians, he/she would very likely
change his/her tactics and/or otherwise seek to cover-up his/her activities, thereby
preventing us from finding the truth.” We did not identify any Department or FBI
policy that applied to this decision and therefore determined that the decision
whether to conduct defensive briefings in lieu of opening an investigation, or at any
time during an investigation, was a judgment call that is left to the discretion of FBI
officials, 82

As part of our review, we sought to determine whether there was evidence
that political bias or other improper considerations affected decision making in
Crossfire Hurricane, including the decision to open the investigation. Such evidence
would raise questions as to whether Crossfire Hurricane was opened for an
authorized purpose, and serious concerns about whether the decision compromised
the constitutional rights of any U.S. persons. We discussed the issue of political
bias in a prior OIG report, Review of Various Actions in Advance of the 2016
Election, where we described text messages between then Special Counsel to the
Deputy Director Lisa Page and then Section Chief Peter Strzok, among others,
These text messages included statements of hostility toward then candidate Trump
and statements of support for then candidate Hillary Clinton. These messages,
most of which pertained to the Russia investigation, potentially indicated or created
the appearance that investigative decisicns were impacted by bias or improper
considerations. Qur prior review stated that the text messages were “not only

48Z | ater in this chapter, we recommend that the Department and FBI evaluate which types of
sensitive investigative matters should require advance notification to a senior Department official,
such as the Deputy Attorney General, in addition to the notifications currently required for such
matters, especially for opening investigations that implicate core First Amendment activity and raise
policy considerations or heighten enterprise risk. Such a requirement would not only give senior
Department leadership the oppertunity to consider the constitutional and prudential issues associated
with opening ¢ertain investigations but also the opportunity to consult with the FBI about whether to
conduct a defensive briefing in a circumstance such as this one.
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indicative of a biased state of mind but, even more seriously, impl[y] a willingness
to take official action to impact [Trump’s] electoral prospects.” For example, on
July 31, 20186, in connection with the formal opening of Crossfire Hurricane, Strzok
texted Page: “And damn this feels momentous. Because this matters. The
[Clinton email investigation] did, too, but that was to ensure we didn‘t F something
up. This matters because this MATTERS. So super glad to be on this voyage with
you.” Additionally, on August 8, 2016, Page sent a text message to Strzok that
stated, "[Trump’s] not ever going to become president, right? Right?!” Strzok
responded, *"No. No he’s not. We’'ll stop it.” Although we did not find in our prior
report any documentary or testimonial evidence directly connecting the politicai
views stated in the text messages to the specific investigative actions in Midyear
that we reviewed, we concluded that Strzoi’s text messages with Page indicated or
created the appearance of bias against Trump. We further concluded that the
messages raised serious questions about the propriety of any investigative
decisions in which Strzok and Lisa Page played a role. Because several of these
inappropriate and troubling messages occurred at or near the time of the opening
of Crossfire Hurricane, we closely reviewed the roles of Strzok and Lisa Page in the
investigation’s opening and whether there was any documentary or testimonial
evidence that their views impacted the decision to open the investigation.

We found that while she attended some of the discussions, Lisa Page did not
play a role in the decision to open Crossfire Hurricane or the four individual cases.
Strzok was directly involved in the decisions to open Crossfire Hurricane and the
four individual cases, but we found that he was not the sole, or even the highest
level decision maker as to any of those matters. Priestap, Strzok’s supervisor, told
us that ultimately he was the official who made the decision to open the Crossfire
Hurricane investigation, and Strzok then prepared and approved the formal
documentation, as required by the DIOG. Evidence reflected that this decision by
Priestap was reached by consensus after multiple days of discussions and meetings
that included Strzok and other leadership in CD, the FBI Deputy Director, the FBI
General Counsel, and the FBI Deputy General Counsel. We similarly found that the
decisions to open the four individual cases were reached by consensus of Crossfire
Hurricane agents and analysts who identified individuals associated with the Trump
campaign who had recently travelled to Russia or had other alleged ties to Russia,
and that Priestap was involved in those decisions. The formal documentation
opening each of these four investigations was approved by Strzok, as required by
the DIOG.

We did not find documentary or testimonial evidence that political bias or
improper motivation influenced Priestap’s decision to open Crossfire Hurricane. The
evidence also showed that FBI officials responsible for and involved in the case
opening decisions were unanimous in their belief that, together with the July 2016
release by WikiLeaks of hacked DNC emails, the Papadopoulos statement described
in the FFG information reflected the Russian government's potential next step to
interfere with the 2016 U.S. elections. These FBI officials were similarly unanimous
in their belief that the FFG information represented a threat to national security that
warranted further investigation by the FBI. Witnesses told us that they did not
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recall observing during these discussions any instances or indications of improper
motivations or political bias on the part of the participants, including Strzok.

We also reviewed the text messages and emails of each of the FBI officials,
in addition to Strzok, who participated in the decision to open Crossfire Hurricane
and the four individual cases, and did not identify any statements in those
communications that indicated or suggested the decision could have been affected
by political bias or other improgper considerations. We also reviewed other
contemporaneous documents, such as meeting notes, and asked witnesses who
were not involved in the decision to open Crossfire Hurricane but who were familiar
with the predication for the case for any evidence of political bias or improper
motivation in the FBI's decision making. Again, we found no such evidence,
including from Department officials briefed about Crossfire Hurricane subsequent to
it being opened, These officials also did not express any concerns about the FBI's
decision to open the investigation. By way of example, David Laufman, then Chief
of the National Security Division’s (NSD} Counterintelligence and Export Control
Section (CES), told us that it would have been “a dereliction of duty and
responsibility of the highest order not to commit the appropriate resources as
urgently as possible to run these facts to the ground, and find out what was going
on.”

We therefore concluded the FBI met the requirement in the AG Guidelines
and the DIOG that Crossfire Hurricane be opened for an “authorized purpose,”
namely “to detect, obtain information about, or prevent or protect against federal
¢crimes or threats to the national security or to collect foreign intelligence.” We also
determined that, although the investigation had the potential to impact
constitutionally protected activity, the FBI’s dacision to open the investigation was
permissible under both Department and FBI policies because there was a legitimate
law enforcement purpose associated with the investigation. Nevertheless, we
believe that investigations affecting core First Amendment activity and national
political campaigns raise significant constitutional and prudential issues and
therefore we recommend below that Department policy require advance notification
to a senior Department official, such as the Deputy Attorney General (DAG), before
a Department component opens such an investigation so that Department
leadership can consider these issues from the outset,

B. Factual Predication

In addition to requiring an authorized purpose, Department and FBI policy
also mandate that each case have adequate factual predication before being
initiated. The predication requirement is not a legal requirement but rather a
prudential one imposed by Department and FBI policy. For example, the Supreme
Court has held that the Department and FBI can lawfully open a federal criminal
grand jury investigation even in the absence of predication. See United States v.
Morton Sait, 338 U.S. 632, 642-43 (1950) (2 grand jury “can investigate merely on
suspicion that the law is being violated, or even just because it wants assurance
that it is not”); see also United States v. R. Enterprises, 498 U.5. 292, 297 (1991).

350



The AG Guidelines generally describe predication as allegations, reports,
facts, or circumstances indicative of possible criminal activity or a national security
threat, or the potential for acquiring information responsive to foreign intelligence
collection requirements. For full counterintelligence investigations such as Crossfire
Hurricane and the four related individual investigations, Section I1.B.4 of the AG
Guidelines and Section 7 of the DIOG state that the required level of predication is
an “articulable factual basis” that “reasonably indicates” that any one of three
defined circumstances exists, including:

An activity constituting a federal crime or a threat to the national
security has or may have occurred, is or may be occurring, or will or
may occur and the investigation may obtain information relating to the
activity or the involvement or role of an individual, group, or
organization in such activity,83

The AG Guidelines and the DIOG do not provide heightened predication standards
for sensitive matters, or for allegations potentiaily impacting constitutionally
protected activity, such as First Amendment rights. Rather, as we discuss below,
the approval and notification requirements contained in the AG Guidelines and
DIOG are, in part, intended to provide the means by which such concerns can be
considered by senior officials.

In Crossfire Hurricane, the “articulable factual basis” set forth in the opening
EC was the FFG information received from an FBI Legal Attaché stating that
Papadopoulos had suggested during a meeting in May 2016 with officials from a
“trusted foreign partner” that the Trump team had received some kind of
suggestion from Russia that it could assist by releasing information damaging to
candidate Clinton and President Obama.*®* Additionally, by July 31, 2016, although
not specifically mentioned in the EC, the FBI had reason to believe that Russia may
have been connected to the WikiLeaks disclosures that occurred earlier in July
2016. Further, as we note in Chapter Three, the FBI received the FFG information
at a time when the USIC, including the FBI, was aware of Russia's efforts to
interfere with the 2016 U.S. elections. Given the low threshold for predication in

483 ps detailed in Chapter Two, the DIOG separately provides that a Preliminary Investigation
may be cpened based upen “any allegation or information” indicative of possible criminal activity or
threats to the national security. 1n cases opened as Preliminary Investigations, the DIOG provides
that all lawful investigative methods {including CHS and UCE operations) may be used except for mail
opening, physical searches requiring a search warrant, ¢lectronic surveillance requiring a judicial order
or warrant (Title III wiretap or a FISA order), or requests under Title VII of FISA. A Preliminary
Investigation may be converted to a Full Investigation if the available information provides predication
for a Full Investigation.

584 papadopoulos has stated that the source of the information he shared with the FFG was a
prefessor from Londen, Joseph Mifsud, and has raised the possibility that Mifsud may have been
working with the FBI. As described in Chapter Ten of this report, the OIG searched the FBl's database
of Confidential Human Sources (CHSs) and did not find any records indicating that Mifsud was an FBI
CHS, or that Mifsud’s discussions with Papadopoulos were part of any FBI gperation. The FBI also
requested information on
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the AG Guidelines and the DIOG, we concluded that the FFG information, provided
by a government the USIC deems trustworthy, and describing a first-hand account
from an FFG employee of the content of a conversation with Papadopoulos, was
sufficient to predicate the full counterintelligence investigation because it provided
the FBI an articulable factual basis that, if true, reasonably indicated activity
constituting either a federal crime or a threat to national security may have
occurred or may be occurring. 48

We similarly concluded that the FBI had sufficient predication to open full
counterintelligence investigations of Papadopoulos, Page, Flynn, and Manafort in
August 2016. The investigation of Papadopoulos was predicated upon his alleged
statements in May 2016 to an employee of the FFG. According to the opening EC,
Papadopoulos was “identical to the individual who made statements indicating that
he is knowiedgeable that the Russians made a suggestion to the Trump team that
they could assist the Trump campaign with an anonymous release of information
during the campaign that would be damaging to the Clinton campaign.” The three
other cases were predicated on information developed by the Crossfire Hurricane
team through law enforcement database and open source searches, conducted to
determine which individuals associated with the Trump campaign may have been in
a position to have received the alleged offer of assistance from Russia. As
described in Chapter Three, through these efforts, the Crossfire Hurricane team
identified three individuals—Page, Manafort, and Flynn—associated with the Trump
campaign with either ties to Russia or a history of travel to Russia, two of whom
{Page and Manafort) were already the subjects of open FBI investigations
pertaining to, in part, their Russia-related activities. The FBI determined that this
information, taken together with the information from the FFG indicating Russia had
made a suggestion to the Trump team that it could assist by releasing information
damaging to candidate Clinton, stated an articulable factual basis reasonably
indicating activity may be occurring that may constitute a federal crime or a threat
to national security. As with the opening of Crossfire Hurricane, we concluded that
the quantum of information articulated by the FBI to open these individual
investigations was sufficient to satisfy the low threshold established by Department
and FBI predication policy, particularly in the context of the FBI's separate and
ongoing investigative efforts to address Russian interference in 2016 U.S. elections.

C. Sensitive Investigative Matters {(SIMs)

We concluded that the FBI appropriately designated Crossfire Hurricane and
each of the four individual counterintelligence investigations as SIMs, or Sensitive

485 We determined that the election reporting from Christopher Steele played no role in the
opening of Crossfire Hurricane. As described in Chapter Four, while some individuals in the FBI,
including Steele’s handling agent, had received Steele's election reporting as early as July 2016, the
CD officials at FBI Headquarters and the members of the Crossfire Hurricane team did nct receive the
first Steele reports until September 19—weeks after the Crossfire Hurricane investigation was
opened—and were not aware of any of the information in the reports prior to that date. We also found
no evidence that the FBI undertook any investigative activities directed at the Trump campaign or
members of the Trump campaign before opening Crossfire Hurricane on July 31, 2016. As described
in Chapters Three and Nine, the FBI had ongoing investigations of Paul Manafort and Carter Page at
that time, which were unrelated to the information that predicated Crossfire Hurricane.
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Investigative Matters. As described in Chapter Two, a SIM is an investigative
matter that must be approved for opening by FBI management and brought to the
attention of Department officials because of the possibility of public notoriety and
sensitivity. The categories of matters designated as SIMs include investigations
invoiving the activities of a domestic political organization or an individual
prominent in such an organization. Under the DIOG’s definition, the term
“domestic political organization” includes a committee or group formed to elect an
individual to public office. Moreover, if an assessment or predicated investigation
concerns a person prominent in a “domestic political organization” but not the
political organization itself, it nonetheless must be treated as a SIM.

For Crossfire Hurricane, the FBI believed that any potential subjects of the
investigation would be “prominent” members of a political campaign. With the four
individual cases, the FBI determined that the individuals identified as subjects—
foreign policy advisors Page, Papadopouloes, and Flynn; and campaign manager
Manafort—were “prominent” in the Trump political campaign. We found the
decision to designate the cases as SIMs to be appropriate. However, as discussed
later in this chapter, our interviews with certain FBI agents revealed significant
confusion over the meaning of the phrase “prominent within a domestic political
organization” in the context of the policies applicable to CHSs, with some agents
interpreting that phrase as limited to a person "running for office,” and other agents
questioning whether a presidential campaign was a “domestic political
organization.” We recommend later in this chapter that the FBI establish guidance
to better define this phrase with respect to CHS use. Because the phrase is also
used in FBI policies applicable to SIMs, we recommend that any additional guidance
also take into account and be applied to the SIM requirements.

We also determined that the FBI satisfied the DIOG’s approval and
notification requirements for SIMs. At the FBI, these requirements included review
of the opening by the FBI Office of the General Counsel (OGC), which in this case
was conducted by the OGC Unit Chief; and approval by the FBI Headquarters
operational Section Chief, which was provided here by then Section Chief Strzok,
The DIOG also requires that NSD be notified of the opening of a SIM. The FBI
satisfied this requirement by briefing NSD officials in the Counterintelligence and
Export Control Section—orally, due to the sensitivity of the cases—about the
openings within days of the investigations being initiated. 8%

Although the FBI satisfied the approval and notification requirements for
S5IMs, we believe such sensitive cases should also include advance notice to
Department senior management officials, especially for case openings such as this
one that implicated core First Amendment activity and a national political campaign.
The FBI did not formally brief anyone in Department leadership at the time that
Crossfire Hurricane was opened. While the then FBI Deputy Director was aware of

486 Technically, the DIOG’s notice requirement for cases designated as a SIM provides that
notice be emailed to 2 NSD email account within 30 days of the case opening. As described in Chapter
Three, the Crossfire Hurricane team orally briefed NSD and Department officials on two occasions
within days of the case opening rather than email notice to a general email account due to the
sensitivity of the cases.
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and gave his approval for the investigation prior to its opening, the investigation—
concerning the actions of individuals associated with a presidential campaign—could
have been opened, consistent with FBI and Department policy, without any notice
to FBI or Department leadership and based solely on the decision of an FBI
Headquarters Section Chief, with review by FBI OGC and notice to an “appropriate
NSD official.” As noted in Chapter Two, current Department and FBI policies
require high-level notice and approval in other circumstances where investigative
activity could substantially impact certain civil liberties. The purpose of such notice
and approval is to allow senior Department officials to consider the potential
constitutional and prudential implications of opening certain investigations, even
where there is sufficient predication to do so. Accordingly, we recommend that the
Department and FBI evaluate which types of SIMs should require advance
notification to a senior Department official, such as the DAG, in addition to the
notifications currently required for SIMs, especially for cases that implicate core
First Amendment activity and a national political campaign, and establish, as
necessary, implementing policies and guidance.

D. Staffing of Investigation

Due to the sensitivity of the investigation, FBI leadership initially ran the
investigation out of FBI Headquarters, rather than out of one or more field offices
as is typically done in FBI investigations. We found that the decision to run the
investigation out of FBI Headquarters created challenges for the team, which we
were told were known risks consciously taken by CD officials, including Priestap, in
order to minimize the potential of an unauthorized public disclosure of the
investigation and allow for better coordination with Headguarters and interagency
partners. These challenges included difficulties in obtaining needed investigative
resources, such as surveillance teams, electronic evidence storage, technically
trained agents, and other investigative assets standard in field offices to support
investigations. Additionally, the FBI had to detail agents to FBI Headquarters from
field offices for 9Q-day temporary duty assignments (TDYs). Then, when these 90-
day TDY assignments expired, new agents were detailed to FBI Headquarters,
resulting in three iterations of Crossfire Hurricane teams and supervisors from July
31, 2016, to the transfer of the case to the Special Counsel’s Office in May 2017.

We found that this ad hoc staffing presented challenges compared to the
established chain of command structure that exists in FBI field offices. The
turnover of agents and supervisors resulted in a loss of institutional knowledge and
a lack of communication among agents, analysts, and supervisors. While we did
not find that conducting the investigation from FBI Headquarters was the cause of
the problematic issues we identify in this report, witnesses we interviewed told us
that investigating Crossfire Hurricane from FBI Headquarters created significant
challenges. We therefore recommend that the FBI develop specific protocols and
guidelines for staffing and running any future sensitive investigations from FBI
Headquarters.
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E. Least Intrusive Investigative Techniques

The AG Guidelines and the DIOG require that the “least intrusive” means or
method be “considered” when selecting investigative techniques and, “if reasonable
based upon the circumstances of the investigation,” be used to obtain information
instead of a more intrusive method, The least intrusive method principle reflects an
attempt to balance the FBI's ability to effectively conduct investigations with the
potential negative impact an investigation can have on the privacy and civil liberties
of individuals encompassed within an investigation. The DIOG emphasizes that in
the context of cases designated as SIMs, particular care should be taken when
considering whether the planned course of action is the least intrusive method if
reasonable based upon the circumstances of the investigation. However, DIOG §
4.1.1 states that investigators "must not hesitate te use any lawful method
consistent with the [AG Guidelines] when the degree of intrusiveness is warranted
in light of the seriousness of the matter concerned.” According to DIOG § 4.4.5,
“[i]n the final analysis, choosing the method that [most] appropriately balances the
impact on privacy and civil liberties with operational needs, is a matter of
judgment, based on training and experience.”

As described in Chapter Three, immediately after opening the investigation,
the Crossfire Hurricane team submitted name trace requests to other U.S.
government agencies and a foreign intelligence agency, and conducted law
enforcement database and open source searches, to identify individuals associated
with the Trump campaign in a position to have received the alleged offer of
assistance from Russia. Members of the Crossfire Hurricane team told us that they
avoided the use of compulsory legal process to obtain information at this time in
order to prevent any public disclosure of the investigation’s existence and to avoid
any potential impact on the election. The FBI also sent Strzok and an SSA to a
European city to interview the source of the information the FBI received from the
FFG, and also searched the FBI's CHS database to identify sources who potentially
could provide information about connections between individuals associated with
the Trump campaign and Russia. Each of these early steps is authorized under the
DIOG and was a less intrusive investigative technique.

After the FBI opened the four individual cases based on information obtained
through the above-described efforts, the Crossfire Hurricane team used CHSs to
interact and consensually record conversations with two of the investigative
subjects—Page and Papadopoulos—on multiple occasions in an effort to obtain
specific information relevant to the allegations. The FBI also used a CHS to
consensually record a conversation with a high-level Trump campaign official who
was not a subject of the Crossfire Hurricane investigation. Use of a8 CHS fo conduct
consensual monitoring is a more intrusive investigative technique than the ones
used immediately after Crossfire Hurricane was opened, but is also one that FBI
withesses told us is commonly used in FBI counterintelligence investigations. For
example, Priestap told the OIG that CHSs are an “ordinary investigative tool” that
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are “part and parcel of what [FBI] agents do in an investigative sense every
day.”487

As noted above, FBI policy provides that these decisions are matters of
judgment to be made based on an investigator’s training and experience. We found
that, in making these judgments about using CHSs to interact with investigative
subjects, the Crossfire Hurricane team complied with applicable Department and
FBI policies for these operations, and obtained all requisite approvals. Although the
CHS operations implicated constitutionally protected activity, we found no evidence
that they were undertaken sclely for the purpose of monitoring constitutionally
protected activity, which is prohibited by the DIOG. We also found no testimonial
or documentary evidence that these operations resulted from political bias or other
improper considerations. We therefore concluded that these early investigative
activities undertaken by the Crossfire Hurricane team were matters of judgment
that were permitted by the AG Guidelines and the DIOG. However, as discussed
later in this chapter, we are concerned that current Department and FBI policies do
not require, at a minimum, consultation with the Department before using a CHS to
monitor conversations with members of a major party candidate’s presidential
campaign, including a high-level campaign official who was not a subject of the
investigation. Further, we are concerned that the FBI did not have a plan or
process in place to address what the team should have done in the event a CHS
operation resulted in the FBI’'s incidental receipt of sensitive campaign information.
Accordingly, we make a recommendation below to ensure additional oversight,
accountability, and consideration of the constitutional interests at stake in such
operations.

In addition to these CHS operations, the FBI also discussed in August 2016,
within days of opening the Carter Page investigation, the possible use of a separate,
highly intrusive technique to cbtain information: FISA-authorized electronic
surveillance * targeting Carter Page. According to Case Agent
1, the Crossfire Hurricane team had hoped that emails and other communications
obtained through surveillance would help provide valuable information about what
Page did while in Moscow in the previous month and the Russian officials with
whom he may have spoken. As detailed in Chapter Five, the FBI ultimately did not
seek a FISA order in August 2016 because OGC, NSD's Office of Intelligence {OI),

or both determined that more evidence was needed to support a probable cause
determination that Page was an agent of a foreign power.,

As discussed below, aiter the Crossfire Hurricane team received the election
reporting from Christopher Steele on September 19, they reinitiated discussions
with OI and efforts to obtain authority for FISA surveillance
targeting Page, which they received from the Foreign Intelligence Surveillance
Court {FISC) on October 21. Because of the reviews and approvals required before
submitting a FISA application to the FISC, the decision to seek to use this highly

487 As we summarize in Chapter Ten, the consensual recordings done by the CHSs did not
generate informaticn tending to support the allegation that Page and Papadopoulos were, wittingly or
unwittingly, providing assistance to Russia. Members of the Crossfire Hurricane team told us that the
recordings nevertheless provided important background information about the subjects.
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intrusive investigative technique was reviewed and approved at multiple levels of
the Department, including by then DAG Saily Yates for the initial FISA application
and first renewal and by then Acting Attorney General Dana Boente and then DAG
Rod Rosenstein for the second and third renewals. However, as we explain in the
next section, the Crossfire Hurricane team failed to inform the Department of
significant information that was available to the team at the time that the FISA
applications, including the first application, were drafted and filed. Much of that
information was inconsistent with, or undercut, the allegations contained in the
FISA applications to support probable cause and, in some instances, resulted in
inaccurate information being included in the applications. Accordingly, we
questioned the judgment and performance of members of the Crossfire Hurricane
team involved in the FISA applications, and determined that, as a result of their
actions, seniar Department officials authorized the FBI to seek to use this highly
intrusive investigative technique targeting Carter Page based on significant
omissions and inaccurate information in the initial and renewal FISA applications.
While we do not speculate whether senior Department officials would have
authorized the FBI to seek to use FISA authority had they been made aware of all
relevant information, it was clearly the responsibility of Crossfire Hurricane team
members to advise Department officials of such critical information so that they
could have made a fully informed decision.

II. The FISA Applications

In this section, we analyze the role of Christopher Steele’s election reporting
in the four Carter Page FISA applications filed with the FISC, Additicnally, we detail
and analyze the numerous instances in which factual representations in the
applications were inaccurate, incomplete, or unsupported by appropriate
documentation, based upon information the FBI had in its possession at the time
the applications were filed.

As described in Chapter Five, within days of opening the Carter Page and

George Papadopoulos cases on August 10, 2016, the FBI first considered the

ossibility of seeking to obtain a FISA order authorizing electronic surveillance [}
“ targeting Carter Page and George Papadopoulos. We found that
the Crossfire Hurricane team initially focused its efforts on obtaining FISA authority
targeting Page, more than on efforts to surveil Papadopoulos or other members of
the Trump campaign, because of Page’s prior contacts with known Russian
intelligence officers, which the Crossfire Hurricane team believed would have made
Page most susceptible, and most likely, to have received, the suggestion or offer of
assistance reported in the FFG information. %58

488 As described in Chapter Five, although the Crossfire Hurricane team was also interested in
seeking FISA surveillance targeting Papadopoulos, the FBI OGC attorneys were not supportive because
the FBI had no information that Papadopoulos was being directed by the Russians. FBI and NSD
officials told us that the Crossfire Hurricane team ultimately did not seek FISA surveillance of
Papadopoulos. We were also told that the team also did not seek FISA surveillance of Manafort or
Flynn, and we are aware of no information indicating that the Crossfire Hurricane team requested or
seripusly considered FISA surveillance of Manafort or Flynn.
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We determined that, on August 15, 2016, Case Agent 1 sent a written
summary by email to the OGC Unit Chief describing Page’s Russian business and
financial ties, his prior contacts with known Russian intelligence officers, and his
recent travel to Russia. In this email, Case Agent 1 stated his belief that the
information provided “a pretty solid basis” for requesting authority under FISA to
conduct surveillance targeting Page. The next day, August 16, the OGC Unit Chief
emailed Stuart Evans, then NSD's Deputy Assistant Attorney General with oversight
responsibility over OI, to advise him of the possible FBI request for a FISA order to
surveil Page. The email from the OGC Unit Chief stated that "I don't think we are
quite there yet, but given the sensitivity and urgency of this matter, I would like to
get Ol involved as early as possible.”

On or about August 17, 2016, in response to the Crossfire Hurricane team’s
prior Carter Page name trace request, the Crossfire Hurricane team received a
memorandum from another U.S. government agency detailing its prior interactions
with Page, including that Page had been approved as an “operational contact” for
the other agency from 2008 to 2013.%%° The memorandum also detailed the
information that Page had provided to the other agency concerning his prior
contacts with certain Russian intelligence officers. As detailed in Chapters Five and
Eight, the Crossfire Hurricane team did not accurately describe to OI the nature and
extent of the information that the FBI received from the other agency, which we
found was highly relevant to an evaluation of the FISA request.

Additionally, in August 2016, Page made statements to an FBI CHS that, if
true, were in tension with the reporting the FBI received subsequently from Steele,
alleging that Page was being used as an intermediary by Manafort to conspire with
Russia. The FBI did not inform OI of Page's statements before any of the four FISA
applications were filed, and did not inform Ol of the CHS operation until June 2017,
shortly before filing the last FISA application.

On or about August 22, 2016, a decision was made by the FBI OGC, OI, or
both that more evidence was needed to support probable cause that Carter Page
was an agent of a foreign power. The OGC ceased its discussions with OI about
seeking a FISA order targeting Page. However, on September 19, 2016, the same
day that the Crossfire Hurricane team first received Steele’s election reporting, the
team reinitiated discussions with OGC about seeking a FISA order authorizing
surveillance targeting Page and specifically focused on Steele's reporting in drafting
the FISA request. Two days later, on September 21, the OGC Unit Chief contacted
the NSD OI Unit Chief to advise him that the FBI believed it was ready to submit a
formal FISA request to OI relating to Page.

489 Ag described in Chapter Five, according to the U.S. government agency, “operational
contact,” as that term is used in the memorandum about Page, provides “Contact Approvai,” which
allows the agency to contact and discuss sensitive information with a U.5, Person and to collect
information from that person via “passive debriefing,” or debriefing a person of information that is
within the knowledge of an individual and has been acquired through the nermal course of that
individual's activities. According to the U.S. government agency, a “Contact Approval” does not allow
for operational use of a U.S. Person or tasking of that parson.
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Over the next several weeks, the FBI and OI prepared the FISA application
targeting Carter Page, which was filed with the FISC on October 21, 2016, The
FISC granted the first FISA warrant the same day, authorizing electronic
surveillance [ GGG tzrocting Page for 90 days. As the Crossfire
Hurricane investigation proceeded, the Department submitted three renewal
applications with the FISC on January 12, April 7, and June 29, 2017, seeking
authority to continue electronic surveillance | NG t>ro<ting Carter
Page. A different FISC judge considered each application before issuing the
requested orders, which collectively resulted in approximately 11 months of FISA
coverage from October 21, 2016, until September 22, 2017.

As noted above, in the 01G's June 2018 report, Review of Various Actions in
Advance of the 2016 Election, we described text messages between Peter Strzok
and Lisa Page discussing statements of hostility toward then candidate Trump and
statements of support for candidate Clinton. Several of these text messages
appeared to mix political opinions with discussions about the investigation into
candidate Clinton‘s email use and refer to the Crossfire Hurricane investigation. As
part of our review of the Carter Page FISA applications, we sought to determine
whether there was evidence that Strzok or Page affected the preparation of or
decision to file any of the applications. As described in Chapter Five, Strzok
approved the request to expedite the FISA application proposed by the Crossfire
Hurricane team, and he and Lisa Page carnmunicated with Department officials, as
did other FBI officials, in an effort to move the first application forward. This
included conversations with NSD officials during which Strzok expressed frustration
that the FISA process was not moving forward at the pace desired by the FBI.
However, testimonial and documentary evidence we reviewed established that
Strzok and Lisa Page played no role in the substantive preparation or approval of
any of the four FISA applications, including the Woods process. We did not find
documentary or testimonial evidence that political bias or improper motivation
influenced the FBI's decision to seek FISA authority on Carter Page.

A. The Role of the Steele Election Reporting in the Applications

We concluded that the Crossfire Hurricane team'’s receipt of Steele’s election
reporting on September 19, 2016, played a central and essential role in the
decision by FBI OGC to support the request for FISA surveillance targeting Carter
Page, as well as the Depariment’s ultimate decision to seek the FISA order. In
particular, the OGC Unit Chief told us that she thought probable cause was a “close
call” when the team first proposed seeking a FISA in mid-August and separately
when she discussed the idea with OI around the same time. She said that it was
the Steele repotting received in September, concerning Page’s alleged activities
with Russian officials in the summer of 2016, that “pushed it over” the line in terms
of establishing probable cause that Page was acting in concert with Russian
officials. The OGC Unit Chief’s testimony was consistent with the testimony of the
QI Unit Chief who told us that the Steele reporting was “what kind of pushed it over
the line” in terms of the FBI being ready to pursue FISA authority targeting Page.
Contemporaneous handwritten notes from Case Agent 1 and the then Chief of
NSD’s Counterintelligence and Export Control Section similarly indicated that in late
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